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All MMEICT Coordinators

Sulx: Procedure for offering o1 AfT of campus LAN in NME wiiversitios - regarding

Guide lines for carrying out Acceptance Testing (AT) of entire equipment installed by the vendor
inchiding trench & OF Cable is hereby issued as under.,
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As soon as the installation of NMEICT LAN equipment including OFC laving is
completed, the vendoer shall request the S5A coordinator to offer for AT to the
mspection circle, ' -
O the 1’!11dc-r5'nﬁluust in writing, 55A Coordinators will offer for AfT to Inspection
Circle (T&D Circle).

AT will be offered through ATOMS as most of the 55A coordinators are having
ATOMS username & Password. .

If ATOMS username & password is not available with 554 coordinators, the v can apply
for the same to DGM (T&D) of their area.

1f 554 coordinator did net get the usermmame & password in Hime, AT can he offered
manually through TTO form.

ALT will be carried qut by the respective DE (A/T) as per b lest schedule approved by
LGM (T&D), Jabalpur by conveving the dates for A/T to the SSA coordinator and o the
wvenclor.

The 55A coordinator shall coordinate swith the vendor during the entire process of AT
Test results shall be noted in the test schedule & will be signed by 554 courdinator, sile
w-charge deputed by the Vendor & AT officer, -

S5A coordinator shall hold one copy of the test resulls for future referen ce.

As soon as AST is completed, the inspection circle shall issue commigsioning mama
within three to four working dayes. '

For OF cable AST, trench length shall be mentioned in the remarks column Ly Ehe
inspection circle

A copy of the test results along with A/T certificate will be submitted by the vendor o
S5A coordinalor for kills processing.
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INFRASTRUCTURE TEST

' TEST PROCEDURE | = |
s. No TEST DESCRIPTION REFERENGCE REMARKS
1 Metwork connectivity As per approved MNetwork
Diagram | giagram from officer in charge
2 | Check of earthing systems Earth resistance value should
and its distribution lo| be< 0.5 chm
equipment
3 | Cable laying &
Terminations & marking on
cables
4 | QA cerificate  of all | Far imported items factary lest
aquipment report is to be sybmittad
5 | Check of Documentalion, | AS per P.O Latest wersion
Hard / soft copy. dacumentation
with certificate.
& Ganeral Check points visual check, sign writing etc.
7| Ghack that al infra related | As per Inspectior cicle |In case  of
equipments approved test schedule, existing it is o be
' ensured that |
these are
" | pperational
Layer2iLayer-3 switch(As Applicable)
g | Testltem RelerencelProcedure |  Remarks =l
Mo. |
4 Hardware Conformily | As per BOM or
POITender Document
| Check of conneclivity 1o switch |
5 | Verify Host Name .
4 | Verify 105 version
5 | Verify modules i |
B | View Connections
7 | Test on VLAN =
8 | IP address viewing | Aﬁ
|_1;|. Configurations JI




| 10

Remata IP raachability

| 11

Redundancy Check

| 12

FPower On Test

|13

Check of Alarms

14

Check of proper working of
GETFE Ports

Verify all the ports

15

Lag

FIREWALL

3.
Mo

Paramatgr

Procedura/Ref

Expected result

Functional check of firewall;
Management senice acoess

a.
b.

L=

2

Policy for FTP

Data communication by niw

FaSoUrce

Support for common

protocols viz http thp

IMAP FOP

Live nfw menitoring

Stateful connection criented

firewsall

Telnet function

Management via

1. Web user interface( hitp
and htips)

2. Command ling
interface{conscle)

3. Secure command shell
{ssh)

The firewall systems shall

pravide the following security

featuras.

Prevent of Denial of service

attack

Prevent unauthorized access

to information

Prevent modification of

information

Java Applet Filtering to siop

dengerous Java applicalions

an a per-client or per-1P

If part of PO

Az per BSML firewall
palicy

To be checked as par
TEC GR No. GRTWS-
D02 SEP 200y

_address basis




Support for unicast Reverse

Path forwarding to prevent IP |

spooling atlacks

Frevent IF fragmentation
attacks

Support for ICMP filiering
with configurable threshold
UDP flood detection with
configurable threshold
Detect Ping of Death
Detect Land stiack

Detect Win Muke attack
Filter IP source route opbion
The Firewall svstem shall be
ahble 1w filter packets based on
the fellowing criterion

The firewall shall Support
filtering for at least following
Jnternet Services:

The lirewall shall support e-mail
related filtering

The firewall shall support
filtering for following
authentication Protocols
The firewall shall support

fallowing fillering database
gpplications:

21 Source and destination
IP address, Source and
destination 1P addrass
range (subnet], Protocol
tvpe , Port number,
,Fragmenis,
Acknowledgement bits,
Custem defined,
Transmussion Cosirol
Protocol CTC P sequence
numbers, TCF flags.

3) TELNET, FTP,
SMTP,HTTP, SNMP,
une, ICMP
JRPC.DNS.DHCP ARP,
ETF

DMIMESMIME, Lotus
Motes, Microsofl Gxclhange
5) LDAP b) HTTPS c)
RADILIS d) TACACS
6) Oracle, DB2, SOL

Router Tests (Applicable for all Routers)

[.i‘.

Teast

TEST PROCEDURE

Remarks

Hardware Conformity

Router connectivily

Verify Hoslname

View 105 version

Werify modules

=T B+ T I T LS B

| Wiew connadctions




IP address viewing,
B | Link status -
8 | Configuration
10 | Route information i i
11 | Remote IP reachability
12 | View Neighbors
13 | MPLS functionality enable IF APPLICABLE
| Full Card Leve! / Router f
14 | Redundancy Check Fort Level Redundancy
15 | Interface check.
16 | MPLS QoS Levels Check IF APPLICABLE s
17 | Alarms ; I |
Facllity Management System.
S. | TEST |
No. | Test | PROCEDURE Remarks
i As par POITender
Document
1. Daskiop Model
2. Dual Gore CPU
1. Procesear spaed af minemum
26 GHe
4 2 GBRAM
& 1 TH of Usable Sarage on
A4S0 GR Disks or legher 1o
mies] RAID 10
| 6. combo DVE R diive
T. Oia Sarial port B ore paraliel
I f
1I;.:"Ilna.ltl pais ol LGB (USE 2.000r
abava) ports
g Two nas. of R4S GobE
(10100010040} Ethednal ports
10, Prelgadad OF vl Oniginal
Licenpes cogry (GONOVD)
11, Degkiop Ardrins, with oos
pan subscrighan
12 AT TETILCO monilor o
Hardware Conformity(Console L
HW) W | copacily.14. 100 Wrilnble V'S,
2 | Security Management
Security/lorensic
analysis of logs for user
identification etc.(stora
anline logs for one
3 | Log Managemant menth, Beyond thisto |



| be transferred to
permanent storage)

Access Restriction
management(Securily Folicies)

Reporting Tool for generating
customized reports from UTHM.

All logsireports must be
grouped like Student
Grouping, faculty
grouping, not limited to

| just IP |

Element Management System for Routers

Test

TEST
PROCEDURE

Remarks

Hardwara Confirmity

| Viawing for topology

CHojecls

T Interface Managemant

1 Miewing the interface information
2. Configuration of imerface

Link Management

Creating a link

hodify Link

Wi Links

Adding a device manually
badify Link Manme

th B 42 ba

Alarm Management

1 Managmg Alarm Templales

' 2.Browsing current alarms
| 3. Browsing history alarms

4, Dumping alarms manually

Back up & Restoration




TEST SCHEDULE FOR O.F.C. CABLE TRENCH DEPTH AT,

ROUTE:
dodem selection
Sectlon under fest:

Datet of tegl;

LIMITS:1. Trench should be a depih al |
2 Trench outside the campus needs protection with G

ko Hef .

Z:

3. Trench depth between 90 ems io 10 ems wilh
4, Trench depth between 90 cms to 100 ems with

5, Trench depth between 60 cms to 90 ems with peoteciion of LU {

M) ems within the campus withouwl any protection

FOWC up 1o a depth of 100 cms
protection of RCC full round for Nermal ared
protection of Gl for Road erossings.

M 30ams] over G,

ALL MEASUREMENTS ARE FROM THE TOP OF HDPE Pipe/Gl PipeMCC PipedCC.
o0

Tm_l Test pit location | Distance | DEFTHin Natureof | Pmlulit-r- providedl Remurks |
Pit Mo Trovm oms zail
CLR
i 2
5 -
e E £ ——

4
5 , |
b |
e —1
3 [ N
UTP Cable

5.

Mo. | Tesl TEST PROCEDURE | Remarks
Check for physical mounting of
1 | Rack
Should suppaort fer 10100
athernal, 155 Mbps ATM, 7000
2 | Check for Network Suppor I Mbps IEEEBO2.3ab Ethernet
Check Of Performance & | Attenuation.Pair lo pair and PS
3 | Connectivity MEXT .EL FEXTand PSELFLEXT




Return Loss ACR and PS ACR
for Chanmel should Exceed tha
siandard Specs by 400% !
Margin,Ping test for connechvity.

4. Within 100 mirs of channel,
terminaticns of cabla should
guaraniee CATE performance

7 Snoaiid quarantee the CATE [
perkarmance eve whnen (e
kareninatian of Infarmafan outlets
are dona wilhin 15 mis of MOF

5. (heck for fhe length of calike in
gach basl should be 305 mis]

: 4 Chack T prabection of cable wilh
4 | Check of UTP Cablelaying | condi
| Physical check for guality as 'per—\
5 | Check of UTF Jacks . specification of Tender/PO
i 1. Check for no of ports
5 Check for port arrangement

3 Oheck for cireuit identification
schame

4 Check for port identification
& | Check of UTP Patch panel schame :

| g
1Ps:

UPS 10 be tested as per Inspection Circle Test Schedule no T5_UP S 25072008 {Enclosed as a separale
Attachment)




